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(TR fawmm)

T2 ooy, 28 3red, 2024

ar.#.. 520(s1).— Fwfefed weter Fem S T awar E=r ataf=ay, 2023 (2023 #7
44) FT 91T 56 FT IT-GTT (2) F @ (V) F A1 Ii5d &1r 22 FT IT-4TT (1) F T&T T ATHAT T TR
FIA U AT T TEITH FIAT &, Hl SHH THATAT 2 ATt FHT SATHAT it FAAT 6 Forg gerfara fam sirar
g ST UagnT Artew f&ar srar g & S wwiar Mt o o aie | i G & sEte f g9t F
TeaTq o= T ST e A & ST TSI | AT TR TH SATSEEAT T AT qaaremer

FT ITASH FLTS ATAT 2;

7% FE IRy qET TEAE ST AT G qd (TEEN), TEAR @E, 9 w6, 9
LRI, FATE 4, 20, 90TF 1, 7% foett-110001 T ST ST ThaT g5

FAT TR T ITYH AT Al FHICT F 9 IFq FAIT G907 6 daer 7 et =7i=6 & 91
Aot EET gATET 9 F= G o)

1. dfera 7w, wRw ok =
(1) =4 M= # TTEAR (TTEAT 129 geaT) F=aH, 2024 Fgr ST 96T gl

5477 G1/2024 1)
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(2)
)

2. gAY

T ALRTL TSI H YT 7 Tt & ygeq ghn

T e e ae sfafRaw, 1885 (1885 &7 13) & dgd HiaTsd [SaTsH ITHLI TgaTH
AT T BETE H TRATH [T\, 2017 37 Garsd Rarsd SUHor Tg=r SeAT (HereT)
e, 2022 =1 stfersrmor F4 ue=g 39 Rt F g & T Fwrars F Hdue siw ot i
AT ARl T OH 39 HIHT % AT /T T dsiiaheor o i g

(1) =9 =9 § S T o §a9 T w7 srufera 7 21,

() "srfafRam” & = afafia, 2023 (2023 #7 44) S

(@) "geT EATK LT A" & =7 i &[99 6 F qgq FyT = g9 %
AT FE=ATL ST )

(1) "TEER AeTs AT qLEATT YT8H it qTEa? AT a7 "WEAR qrga< e &7
Ao IR, S, qEAT stagmen, qear "ad 3ury, fRen-fAger, sfew weuw
FIETOT, FRATS, ATATAA ST WTATRIET § SAHRT ST TEATT e S gLaA qarst
T GLAT LA AT T g1 AHAT il TEIal & o0 &ar s g%ar g S+ aeax
TAATIAHE; Hatad et SIaHl & o Fwdee oy T e+ ST, TEAT 44T,
SAEHAAT, TEA TSI ST T ST /AT THET AT ATHA

(%) "R ¥ TEA (AT qrea7 qean) Faw, 2024 sfa g;

(F) "qREAT FEAT" F THT AT ATWUT g oHE EAR qrgay I wWoardias qv
EENECIPIREE R ICIE Ei T,

(F) “TEAR G991 & =9 ATIHIT 6 o=r 3 &l IT-GTT (1) F A ST Sred
e 9=l a7 T8 ATIHIT FiT o= 3 A IT-aRT (3) FoSiawd WTrewT Al
AEALAHAT | B TTed ATHd Higd LHATE HATU 3T FAH AT LHATL Aeeah #q10q
FIA, ST TATAT TS AT AEATT FIA ATAT Fls AT AT g

(V) “TEATC TR G F&AT’ | THAT Tgamadl ATHIT g PEH TH 97 TF 7
srfer fvaferfera fRreroaTd v &

i) AL TATSe ITHLUT TgATT (ASUHASATS) HEGAT; AT
ii) TereiA w0 HEdT (SUEUA); AT
iii) 37T TS FEAT AT Fehe SIT LA AL ITHI T (A {rgd FHdTl gl

(S7) "¢t Q1" T TEATX & THIE, TSI, AT IT 9T F HIAd ST digd q0aa
Teas § giora, I, ST 31 T w18 27 A )

(2) 37 ereal AT TRl ot ITART =4 i #§ G w3 g si e e 98t B

g foreg arferfaae & afearfoa G w8, % a@r o grf o srfafaaw & fafAfese G
AT Bl

3. 22T GUg, AFTET i FAgwor
(1) FET TCH AT FET ALHT T 36 G4 § T Fle USiHT G TS F T THATR

HTZAT FLET AT A 6 for:

(F) TH TS & o0 T R T q97 AT I ST & # EEET g9,
& 22T 3T st TRl Ser i AT w7 wedT g A
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(2)

(4)

(@) Toreft EE=TT |67 A7 AR 9iEe ¥ o0 Th % ST &7 938 F 3T 39 Ty
FII % ToIT SMATF ATELAAT ST ITHLUT HEATIOT el o [T [HQ9r & T g ST THh
TR 3T A=TEr &7 q9 a9

SY-F9H (1) % T2 AUTed 2T & (9T HATT AT2aY AT G&M & I FA & o0
TR ST T B T IfE 3T O qeaT YIS § 3T REE qrsa7 AT gt wed
% for UET AT [AfSd Fwdt 8, 98

() FTIA Taae i qRer et afafafaet & onfae Fer awww f Gl of oo #r
THHT TOT FL Tl ¢ AT

(&) TTHEATT FHEATA AT TATHTA F T A< AT ST FhaT 8

FETT LA AT =7 (AT 3 T8T 22T T F7 F oI Fell T ThTT T TTIEhd ls Uoiel
e g1y & U =Afe orees |7 3u-fAEw (2) ¥ 98 o7 TR #7227 997 R St g, v
a7 o Tt Y srefera o= 1 ThA F TS § Fo T T g J9T Afegf=a et off
fafere e gaeft Ut aiRd oot qrer gaEt I A w7

= oHl % dgd "Ued el & SUANT AT GATHT AT AT2aY a7 gHAtHd wed &
FATAT I+ TRt ST o forw /gt forar s

4, TLEAR AT GL&T § G red e

(1)

Fre ot SATH TEATT qT3aL LT B G § A5l ST

(2) TLHEAT Feas AT TLHATT HAT FHT ITANT Fleh Tl AT HI9T A1 FASAT SITUIT ST FLEHATL AL

)

(4)

AT T2 st TH1d STAdT 2l

Y- (1) 3% IU-FA=W (2) T FATTFHAT I TTddhed TATF STl &7 Fle AT 2T TEAT
ST AT TLEAT TZATAHAT AT TLHATL Aedeh T TLHATE HAT3H T START Tt HT oo
et arfae &

(F) STTTETSH, STETeET AT JTaeqw,
(=) ToeT AT UFr Fer T AT AET T ST SATAHTSIT 9T AT 2,
() Toreft T qeAT ST FT SIS Tl &7 AT LT HeAT Hed e T AT A5l T, AT

(%) U THRET o7 STANT o TorT ST q81 FT ST Tohetgrer @) et ot Fre o foreft oft
e & I g

Feald AT GHT-OHT U TEAR ged] AT gEfEa #Wd h U gEEEr
e fremIEadl I TEATT dedeh AT TLEATT HaT3ll & AN I LHATH & forg [Hder sfiw
T ST T qHAT §, ST 39 THT ATHIT 9T AR RO 59 92 T A1 2

T GIEAT FOAT GIEAT qIa LT gt wd & o fMeteriea 3ot #1 s
g waf:
(F) TLEATT AT2aT LT A1 a6, Sred Feferiad 98 amHea ghr:

() TLEAX ATZET AT & FEW & o7 geeaar SuTT, SAaq Jaa+ g, wry,
STUEAOT, FATTH TOITAT ST AT=ATRIT;

(i) TTEATT Teash T, oraw grEfeT, AT geaisd i Taer e g1 g,
(iii) ST qeaTehe, TEaT SlI¥ AT HeATsH i LHATH;

(iv) Tt Fearst & Aued & fore @i wrears soret S| UHT searsti & T4 &
He e % forw e suT onfuer
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(v) UHT FeATl & T GATHT F T TEATE A15aY GLEAT Hl 31T FE FLA & (o0
AT TATAT T R A T,
(T) F5 ALHIT FT 3U-Aq=53 (F) * qgd Sfeatad Ut i #r sroam oz qf® 3, a7
=9 3297 % o AfSe fFam o wehar &;
(T) FTEAT FATAT % STGHT 0l TgATT HIAT AT v, HH HLAT AT THT AT ¢ oI
THT 9T YA AT At Feer,

(%) FLEAT SEATH & THTLTT o [T I=T FILATS HIAT, 3T I TATT Tl FHH AT
(F) % TR T AT Foh 10 et sfiT /Teent 7 wraivaae AT He;

(F) TEA AT AT & AT GAXN 6 AAATT T AHAT H o6 [0 I Ta5 o T 6
HTETH F 3T 29 3297 & o g awr g [Afey ywrfora usi=t & areay & srafas
LHATT AT=a AT e AT HeAT,

() Tt off qeear =T i =T #g 9w A1 g g g = e arfdera e off
srferaTt 1 7T FH 3=, o w7 § fAfde a8 & Uy gearet & Ao ¥ oo o
T 397,

() Rt &1 qurems #3 & Ou Fwx awwr g ARtee aaamate & fiae =1
AAAT AT TEATT FAAT 6 AN & GLAT TATAT hesr (THAHT) ST FlAemd w100
FIAT
() TEAR 9T HLEAT Hedra, T, TH9s, Jeadql i qXE=r q4ar av
FLEATT Aedeh & GEATRT il AT FeAT,
(i) ST+ TEHATT FAT, AT THAT deas Hl TANET FA qTl GdL 6w w7
IEERUCEILURECRIE

(iii) =TT ST T@EETE *® HHIS ANT AT T@AT,

(iv) THAET (FETAT, THIS FT TqT A0 AT TUTAT (ATSSTUH) IT IS TAHATH

TOTAT (STEHTH), AT FLEAT AT ST FeAT T (THAELUH) AT UH 77
THTLTT) &F AN G TE@AT;

(V) TEAR qAT IT THAR qeas § ATHA qedl & qRT FA10 TGFT AT AT
AT AT TLHEAT qedh hl LT & (o0 AEedsh el o= qedl & a6 a|q1e
T,

(vi) Fx aeEr g Atee sEty & o ag7 [fdse gt REtE, ar i w1 w@-wama
AT ST g LRI T ATAHT TSI AT S T<h Fl I FIAT,

(Vi) HTAT FTATHAT & HATET ST o TATSTT o [T e TLRTT AT FHIIA Tade Tt (oAl
FTET STTARa USTET AT 2ARE FT AF9TF TTIAT TSI FHIATI

5. TLEAR ATSa< GL&T HT 4rera ik gRfHEa v & S

(1)

(2)

Feal T TR ST dg Aa9dqF qae e v ovg o7 ©iua % Tl g arrh Rt
<R 3T 7T [RaeTahi il LAATT ATSaT AT HT ALl TgaTd aTel (el 1 hi Tg=T
FA T IAAT NATE F0A H TqW F9737 97 6 ored 7w 4 % Iv-F7w (3) F siavia
TATag Frd o o 2

TR LR IT-AH (1) F AT TTH GAAT 6T TIH AT AT & TAT 39 LA
Arefrahrze Y 2= FT SET ITA F EAT A12a7 AT /' GaxT I g
F AT g AT 3T ARG &l Tga1 w0 58 THEAR FET g7 VAT EAR

ATz TremTaT AT oA 17 € 9T U =41k &1 39 s41¥ gigd q1fed ST R
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(©)

(4)

)

g =t o su-fAe (2) & srefier e S fova strar g o wfesr Y wifa 3 = (7)
Feie? faad & HIa¥ Fea g GEhT Hf D Toae ST i Ife 39 safey & fias #5
TIAY ITH A%1 2raT 8 AT et FLRTE IY-FH (5) F A saer ST F2e gq Fars
ERulil

Tz 3ufaae (2) F el Arfew & yrashar & 396 AR v F Fiae v ama grar g
AT Fea 1 TLHTL UH TR Bl GAdTS 1 I ATHL & 6 TAT IAAT (5) F (e 37
I ST g I TwE, sreer arhid Fwf

FF LR TEAT 6 AT AHAT AT 39 AT G T TT AR TS FlE &l & A
¥, o I9-fR (2) & dga Arfed ST foFa 73T 8, TN ok AT U SAreer gTid R,
SaH EEET FUT & 9T ortHe g1 T &

(F)  TLEATE HATU VI FA 6 TS F o0 Gafad q7a=m aresfre®wrzs & TN

Fr ererft w7 & Aefaa w2 aoar g S a8 & o S safar & oo Sar & ¥
T gy fAfe T s, an

(@)  TEATE HATU TG F o (o0 Hafed EaEaT AeSahIzey & STANT il a1 FT

(6)

(8)

qHAT gl

Su-fATw (2) # Sfeafaa Bt a1a & g gu ot afs F=g a3 gq=dl ¢ % 39-f=aH
(5) % ST ThTA FILATS Alhigd H AALTH AT AHIHA g AT TRHT AMCH =l qaeTHhdl
el BRIl oY UHT IRl § a8 TH6 H0N Al a5 F7d g0 U Q9T I Hefr
S EAT FAAT F THEA AT TG FA o6 TS TR LA Tl
F ITAIT 7 ATy =7 ¥ [Retfaa e * foro sfa [Pz f{o s

SY-fAFw (5) a7 3U-F7w (6) F dgd AT<er & T UH QT | TATAT AT<h & T&T il
STTUS(T 37T UHT 241<h, THE AT g+ &l i@ & | (30) ey oAt it srater & i,
e & # &% AvF A 0T ATHIEGT F a1 g o U Fware F1 Ta@l hit ST
AU Fx TLHE UH ATh Hl AT H Irad A8 o % d1g, orfegq =7 § 751 &y
ST ATl HOT | IT-1A79 (5) A7 SU-[A9H (6) F Tgq qIT QLT Tl T L@ a1
AT FXA AT TF FLA T QT ITRA FA(T| IU-AIT (6) F TEq Maer F Foher off
TR § XEAT F0T &1 IT-[H77 (5) F @ (A1) F Tgaq MEE AT FaT0 T&TT Heed
& TS & (10 ITHRE gEHATY ATESFahIZeT & STANT T THTH FIA HT Faer I arar
araer ot ot g1 what gl

Y- (5), IU-=H (6) 3% SU-A7w (7) & otefi= o= "aT & [eas a1 gt &1
FIE AR I ATH § Hag 7T THATL ITHLT AT THAT AT IR I | AN
TR ST EoRvTT STEaT TEEETE AEe frehre sl IU-A9 (2) & 9= fafrea ham mar g a7
-7 (2) F srefi fafeea w1 =xf<r & S0 0 0 oy e aEsfrewEae
9 T AN AT ST H

HF AR UH ATHAT T THATT TSRz ®T AIoredt 7@ gadl g [ 9% 39-
e (5) a1 39-FF=w (6) =T IU-FFw (7) o1 SU-F=H (8) F q=q SAM<ell F AT |
FEATS &l T2 § ST TLEATT FAWAT DI UF ARRAT 6 &0 ZEATT HaTel % Tga Bl
sfaatera a7 Hea e 7 Faer T aehdt g ekt srater za sreer i g  fi9 (3) a9
a 1far T 28l

Fea T R, AR 9 AT q9, IU-f779 (5) =1 39-F7w (6) a1 3u-fF=w (7) =7 3v-
R (8)  TE Sl F ATHL H FATS AT M5 LEA A ra®wrgsrdl il AT Al
AT ATTSTPEHISALN FT ITANT Fileh HATU TG FX a7 AT SAHIT F AT AT FX
AT B 3T UH AhAT &l AT < & Tl g o6 o 97 TTgH( i T2A19 & o1 7 7T
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TaTet % e % forw UF EE AreSfrewedTl F SUART w1 Giaetad a1 JifEd w7
Star o e B ST awar @)

(11) FE AT TEHAR ASSEHhEAT ST =0 9 & FqER THEAR a7 & [Soad a1 Gor Hi1
faroer & TR sraer Y g A T F U (1) a9 i srafer F oo Gl e st v
Areafed dgi fohar ST oy fafere amwert # 19 (3) a9 a% @1 S Jehat gl
6. T TLEATT LT ATART
(1) T TEAT HIAT TF T LEAT LT ATTHRT I HT SrEawT @awr 389 sas+
F foro [ty yo=r § F=07 g #1 orfea = d§ Suetsy waT Srom v Afer ®
et SITeaTae AT IREd T GAAT Tt Fea (T TR Hl UH e IO 7 &7 o

(2) =T TTHATT LAT ATHTLT AT HT AR 3T HATHT ST TAT FLEATT FAAT 6 Ao
Hed 7 9HT ATl s F g Saeardt gl

(3) W& TLHATT AT ATAFTLT = [FHIHT F FITeaAA % (T Fes 1T TLH 6 AT GHeaT Fl
& fore Savart grn e Meferiad &1 squmad ot emftae g =7 HEt F siavia T o1
e & "efaa sraeasar Saw a9 7 % sfasa gaar "earu arfaa 2|
7. &t TS it R
(1) Foreft g daet 7 aTfae Fe arelt Y qeer Heet gear F ateq g uw vHY e
UHT 52T % g (6) =< F fia¥ T8 T & forw ARy =7 i a8+ T Fexl T et &
THHT TS FAt e A0 g aTelt [Heferied gaT Teqd Har ATH 8

(F) FLAT Gt AT F TATET TR 0T AT,

() FTAT HaelT =TT T AT,

(3T) AT Tt ST & TATTT AT &1,

(%) TTHEATL Aeash AT ZHATL HAT & HIHEKS I7 66 g T T T=T 2;
(F) i S qrATRER TataferT av yare it T, i

(=) fF 1T =7 foFv ST 2 SR e SaT

(2) FerT TEEHR g a2 et 2t g & qear gear F1 gamEr aEses B 7§ §
AT AT & qTL | a7 A1 God HT TRt g AT THEAT AT HIAT w0 UHT FA &
T e 7 Tt 2

(3) FxIT TLAHT TATIAT THATL T & I FHIad ITAse F0 T /T FT Tl &

(F) TLEATX ATZAT AT IUTAT Aigd UH THATT qedeh AT gLHEATT qATA T LT FT
ATHAT LA o6 [oIT ATA9AF FAT;
(@) =H v & o Ay 9% § UHT TEEr 99T i AN 9, R G9ET g
fAfae gaTivra TSt T gt ST FAT
(4) FerT TEHTT Torelt FqReAT Faeft =edT F FHT % forw a7 Tt #geaqur @a i Tga g

T I ATed g | Uehel [T F9TH SATAT Aigd Mol ST HT ool g qTAT TATAT
TLEATE THTS & (o0 UH H29 F FATEI9 & o qug-Hiar [ F:7 gadt gl

8. TEIATT MBI X TLEAT STH & Fafaa e

(1) ITFTOr &7 AT s 99 Zeaqad Hiarsd 2igeaee Aresfedl (ASUHSSs) | &,
Ad ¥ AT UF STHTT T AL UASSATE oY UH STHLIT il TZeAT Talshl & Tget UH TSI
forw AT woer # e I | USiigd FErEm)
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(2) FTTEATT ITHIOT FHT ATATAF TOTEF T AEUHLHATE HLAT g, WL H fahl, TEeq0, e a7
Fft s wie & oo srfad UF SUEr F7 SSURSHS da7 O IqH F WRd H
AT | Tl UH TS & o0 TS T3 § Fela 1T 3 T sfighd FHET0A|

(3) g ot =rfxw vAT T B

(F) g fAfory =T SuR ggEE " r & geru, fAeru, agen av
aiatda TE am; av
(@) =g IHd g0 F =8 Iw [y g FiFer B @ g, SeaEET e

AMTSTrahIzay T TTHEAT STHL & HaTad greads AT AlFeadT Hl ITAN, IcITaH,
AT, =T a7 SrfHeeT a7 TEer Sraw e qgl TR

(4) FF TR T TR M0 GTEAR ITRL AT ASUASAS Ga7 K HaE § AATFATIHT
TETAAT T2 F2A & (o0 A UALsns a7 aTel gEH=T SUFLU % fAutare #r Hger s
FT ThdT gl

(5) R TLHIY EAT Aeahi § AT HATX A0 TG\ Fid 9T FIT [T T AEUASAS
AIT AT EEATE ITRLNT o ITINT &l U o [0 TLHATT FHAAFT Fwl H9r T FC
LET ]

9. 39 fAawt #1 RfSew sratew=

Tz e =4 At F Rfvee swrateeaga % o sugss araw {fde == a=dt g, oead Refofeaa
SITre &

(F) T ST T /I, AR S g,
(@) I 5 % qgd Alfed ST FHIAT i TqAL T&IT FHLAT|

(M TF =Rt s grEe srefewee fr TfSedt @3 F1 aqre w3 S
faeg 99 5 % 9gd #IS Frars it 1% 2

(F)  THATL AESCREAH AT THATL Aedeh ATAT LA HATAT 6 GEIANT il THATH
¥ form e, o ST # e

(F) TIEAT FAAT G 65 TLHL AT AT5aL GLEAT AT TEIT FHLATI

(F)  TLEATT FHAAT GIT GLAT FeATH shl it e e AfaiTh q=aT Ta T
AT g

(®) o ¥ AR srarfaa ST F S uEEae q9% T ISt T 9T

()  TFR 0 U SAEUAEATE T aTel TLHATE ITHRLUN 6 STINT T AT
[, & 24-05/2024-7f11]
Tdg FHTT T, T H=a

MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 28th August, 2024

G.S.R. 520(E).—The following draft rules, which the Central Government proposes to make in exercise of
the powers conferred under sub-section (1) of section 22, read with clause (v) to sub-section (2) of section 56 of the
Telecommunications Act, 2023 (44 of 2023), are hereby published for the information of all persons likely to be
affected thereby and notice is hereby given that the said draft rules shall be taken into consideration after the expiry of
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a period of thirty days from the date on which copies of this notification as published in the Official Gazette, are made
available to the public;

Objections or suggestions, if any, may be addressed to the Joint Secretary (Telecom), Department of
Telecommunications, Ministry of Communications, Government of India, Sanchar Bhawan, 20, Ashoka Road, New
Delhi- 110001;

The objections or suggestions which may be received from any person with respect to the said draft rules
before the expiry of the aforesaid period shall be taken into consideration by the Central Government.

1. Short title, commencement, and savings
These rules may be called the Telecommunications (Telecom Cyber Security) Rules, 2024.
(1) They shall come into force on the date of their publication in the Official Gazette.

(2) These rules shall be in supersession of the Prevention of Tampering of the Mobile Device Equipment
Identification Number Rules, 2017 and the Mobile Device Equipment Identification Number
(Amendment) Rules, 2022 under the Indian Telegraph Act, 1885 (13 of 1885), but shall not override the
terms and conditions of actions taken under those rules, including registrations undertaken pursuant to
those rules.

2. Definitions
(1) Inthese rules, unless the context otherwise requires:
(@) “Act” means the Telecommunications Act, 2023 (44 of 2023);

(b) “Chief Telecommunication Security Officer” means the designated employee of a
telecommunication entity, appointed under rule 6 of these rules;

(c) “cyber security of telecommunication networks and telecommunication services” or “telecom
cyber security” refers to tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, assurance and technologies that can be used to safeguard
telecommunication networks and telecommunication services, as well as assets of persons, including
connected telecommunication equipment, telecommunication services, personnel, infrastructure,
applications, and the totality of transmitted and/or stored information, against relevant security risks
in the cyber environment;

(d) “rules” means the Telecommunications (Telecom Cyber Security) Rules, 2024;

(e) “security incident” means an event having actual or potential adverse effect on telecom cyber
security;

(f) “telecommunication entity" means any person providing telecommunication services, or
establishing, operating, maintaining, or expanding telecommunication network, including an
authorised entity holding an authorisation under sub-section (1) of section 3 of the Act, or a person
exempted from the requirement of authorisation under sub-section (3) of section 3 of the Act

(g) “telecommunication equipment identification number” means a telecommunication identifier
bearing one or more of the following characteristics:

0] international mobile equipment identity (IMEI) number; or
(i) electronic serial number (ESN); or
(iii) any other number or signal that identifies a unique telecommunication equipment.

(h) “traffic data” means any data generated, transmitted, received or stored in telecommunication
networks, including data relating to the type, routing, duration or time of a telecommunication.

(2) Words and expressions used in these rules and not defined herein but defined in the Act, shall have the
meaning assigned to them in the Act.

3. Collection, sharing and analysis of data

(1) The Central Government, or any agency authorised in this behalf by the Central Government, may, for the
purposes of protecting and ensuring telecom cyber security:

(a) seek from a telecommunication entity, traffic data and any other data in the form and manner as
notified by the Central Government for this purpose; or
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()

)

(4)

(b) direct a telecommunication entity to establish necessary infrastructure and equipment for collection
and provision of such data from designated points to enable its processing and storage.

The data collected under sub-rule (1) may be analysed for taking measures to enhance telecom cyber
security, and may, if so determined by the Central Government as necessary for protecting and ensuring
telecom cyber security, be:

(a) disseminated to any agency of the Central Government engaged in law enforcement and security
related activities; and

(b) shared with telecommunication entities or users.

The Central Government and any agency authorised by the Central Government to collect data under these
rules, as well as persons with whom such data is shared under sub-rule (2), shall put in place adequate
safeguards, including any specific safeguards as may be notified by the Central Government for this purpose,
to prevent any unauthorised access to such data.

The data collected under these rules shall not be used or disclosed for any other purpose, except for ensuring
telecom cyber security.

Obligations relating to telecom cyber security
(1) No person shall endanger telecom cyber security.

(2) No message shall be sent using telecommunication network or telecommunication service which
adversely affects telecom cyber security.

(3) Without prejudice to the generality of sub-rule (1) and sub-rule (2), no person shall use
telecommunication equipment or telecommunication identifier or telecommunication network, or
telecommunication services, including through:

(a) fraud, cheating or personation;

(b) transmitting any message which is fraudulent;

(c) committing or intending to commit any security incident; or

(d) engaging in any other use which is contrary to any provision of any law for the time being in force.

(4) The Central Government may, from time to time, issue directions and standards for the prevention of
misuse of telecommunication identifiers or telecommunication network or telecommunication services
for ensuring telecom cyber security, which shall be binding on all persons on which it is applicable.

(5) Each telecommunication entity shall ensure compliance with the following measures to ensure telecom
cyber security:

(a) adopt a telecom cyber security policy, which shall include:

0] security safeguards, risk management approaches, actions, training, best practices, and
technologies, to enhance telecom cyber security;

(i)  telecommunication network testing, including hardening, vulnerability assessment and
penetration testing;

(iiiy  risk assessment, identification, and prevention of security incidents;

(iv)  rapid action system to deal with security incidents, including mitigation measures to limit the
impact of such incidents;

(v)  forensic analysis of security incidents, to ensure learnings from such incidents and further
strengthening telecom cyber security;

(b) confirm to the Central Government on the adoption of such policy as outlined under sub-paragraph
(@), in the manner as may be specified for this purpose;

(c) identify and reduce the risks of security incidents and ensure timely responses to such incidents;
(d) take appropriate action for addressing security incidents, and mitigate their impact;
(e) ensure implementation of directions and standards as issued by the Central Government;

(f) conduct periodic telecom cyber security audits through its own mechanisms to assess resilience to
threats to telecom cyber security, and through the certified agency as specified by the Central
Government for this purpose;
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(g) promptly report any security incident to the Central Government, or any officer authorised on this
behalf by the Central Government, and measures taken to address such incidents in the manner
specified in rule 7;

(h) establish facilities such as Security Operations Centre (SOC), by itself or in collaboration with other
telecommunication entities, within the time period as specified by the Central Government, to
address the following:

(i)  monitor telecom cyber security incidents, attempts, intrusions, breaches and misuse of
telecommunication service or telecommunication network;

(i) maintain details of threat actors impacting its telecommunication service, or
telecommunication network;

(iif) maintain command logs of operation and maintenance;

(iv) maintain logs of SOC (firewall, Intrusion Detection System (IDS) or Intrusion Prevention
System (IPS), or Security Information and Event Management (SIEM) or other such solution);

(v) maintain logs of elements involved in telecommunication services, or telecommunication
network or any other element required for security of telecommunications service or
telecommunications network;

(vi) maintain all records or logs specified herein, for a period as specified by the Central
Government and make available to the agency or person authorized by the Central
Government;

(vii) provide necessary support to the agency or person authorized by the Central Government or
the law enforcement agencies for the purpose of investigation related to security incidents.

5. Measures to protect and ensure telecom cyber security

1)

)

3)

(4)

()

(6)

()

The Central Government may put in place digital and other mechanisms as it may consider necessary to
identify, or for enabling any person and other stakeholders to identify and report any act that endangers
telecom cyber security, including through actions listed under sub-rule (3) of rule 4.

The Central Government shall, after a prima facie examination of the information received under sub-
rule (1), identify the telecommunication identifier, the use of which is alleged to have endangered
telecom cyber security and the person to whom such telecommunication identifier has been issued by the
telecommunication entity, and issue a notice to such person, with details thereof.

The person to whom notice is issued under sub-rule (2), shall send a written response to the Central
Government, within seven (7) calendar days of receipt of such notice, and if no response is received
within such period, the Central Government shall proceed to issue an order under sub-rule (5).

If a response is received from the recipient of the notice under sub-rule (2) within the time specified
therein, the Central Government shall, after giving such person a reasonable opportunity of being heard,
make an order thereon as it thinks fit under sub-rule (5).

The Central Government shall, based on its assessment of facts and submissions, if any, made by the
person to whom notice is issued under sub-rule (2), pass an order, with reasons, which may include
directions to the telecommunication entity to:

(a) temporarily suspend use of the relevant telecommunication identifier for the purpose of providing
telecommunication services, in the manner and for a duration as may be specified by the Central
Government, or

(b) terminate the use of the relevant telecommunication identifier for providing telecommunication
services.

Notwithstanding anything stated in sub-rule (2), no notice shall be required if the Central Government
considers that immediate action under sub-rule (5) is necessary or expedient in the public interest, and in
such circumstances, it shall pass an order recording the reasons therefor, with appropriate directions to
the telecommunication entity to temporarily suspend use of the relevant telecommunication identifier for
the purpose of providing telecommunication services.

The copy of the order under sub-rule (5) or sub-rule (6) shall be provided to the person affected by such
order, and such person, may, within a period of thirty (30) calendar days from the date of issuance
thereof, represent to the Central Government in writing, with reasons why such action should not be
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taken. The Central Government shall, after giving such person a reasonable opportunity of being heard,
pass an order, either upholding or modifying or revoking the order passed under sub-rule (5) or sub-rule
(6), for reasons to be recorded in writing. Any modification of the order under sub-rule (6) may also
include an order directing the telecommunication entity to terminate the use of the relevant
telecommunication identifier for the purpose of providing telecommunication services as specified under
clause (b) of sub-rule (5).

(8) Any order of suspension or termination of telecommunication service under sub-rule (5), sub-rule (6)
and sub rule (7) may also be extended to the other telecommunication equipment or telecommunication
identifier linked to the person whose telecommunication identifier has been identified under sub-rule (2)
or other telecommunication identifier issued to the person identified under sub-rule (2).

(9) The Central Government may maintain a repository of persons and telecommunication identifiers which
have been acted upon pursuant to the orders under sub-rule (5) or sub-rule (6) or sub-rule (7) or sub-rule
(8), and may direct telecommunication entities, to prohibit or limit the access to telecommunication
services to such persons for a period not exceeding three (3) years from the date of such order.

(10) The Central Government may, if it considers necessary, share the list of telecommunication identifiers
that have been acted upon pursuant to orders under sub-rule (5) or sub-rule (6) or sub-rule (7) or sub-rule
(8), with other persons providing services using the telecommunication identifiers and direct such
persons also to prohibit or circumscribe the use of such telecommunication identifiers for identification
of their customers or for delivery of their services, in the manner as may be specified.

(11) Any telecommunication identifier which is the subject of suspension or termination of the
telecommunication service pursuant this rule, shall not be reallocated to any other person for a period of
one (1) year from the date of issuance of such order which may be extended upto three (3) years in
specific cases.

6. Chief Telecommunication Security Officer

(1) Each telecommunication entity shall appoint a Chief Telecommunication Security Officer, whose details
shall be provided in writing to the Central Government in the form as may be specified for this purpose.
Any replacement or change of such officer shall be promptly notified to the Central Government, in such
form as may be specified.

(2) The Chief Telecommunication Security Officer shall be a citizen and resident of India, and responsible
to the Board of Directors or similar governing body of the telecommunication entity.

(3) The Chief Telecommunication Security Officer shall be responsible for coordinating with the Central
Government for the implementation of these rules, including compliance with any reporting
requirements under these rules, including of security incidents under rule 7.

7. Reporting of security incidents

(1) On the occurrence of any security incident affecting a telecommunication entity, such entity shall report
the same to the Central Government within six (6) hours of such occurrence in the form and manner
specified for this purpose, including the furnishing of the following information as applicable:

(a) the number of users affected by the security incident;
(b) the duration of the security incident;
(c) the geographical area affected by the security incident;

(d) the extent to which the functioning of the telecommunication network or telecommunication
service is affected,;

(e) the extent of impact on economic and societal activities; and
(f)  the remedial measures taken or proposed to be taken.

(2) The Central Government may, where it determines that disclosure of the security incident is in the public
interest, inform the public of such security incident, or require the affected telecommunication entity to
do so.

(3) The Central Government may require the affected telecommunication entity to:

(@) provide information needed to assess the security of such telecommunication network and
telecommunication services, including telecom cyber security measures;

(b) carryout security audit by a certified agency as specified by the Central Government at the cost of
such telecommunication entity, in the manner specified for this purpose.
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(4)

1)

@)

®3)

(4)

()

The Central Government may issue directions including for the measures required to remedy a security
incident or prevent one from occurring when a significant threat has been identified and may specify the
time-limits for implementation of such directions to the affected telecommunication entity.

Obligations relating to telecommunication identifier and telecommunication equipment

A manufacturer of equipment that has international mobile equipment identity (IMEI) number, shall
register such IMEI number of such equipment manufactured in India with the Central Government, prior
to the first sale of such equipment, in the form as may be specified for such purpose.

An importer of equipment that has an IMEI number, shall register such IMEI number of such equipment
imported in India for sale, testing, research or any other purpose with the Central Government, prior to
the import of such equipment into India, in the form as may be specified for such purpose.

No person shall:

(a) intentionally remove, obliterate, change, or alter unique telecommunication equipment identification
number; or

(b) intentionally use, produce, traffic in, have control or custody of, or possess hardware or software
related to the telecommunication identifier or telecommunication equipment, knowing it has been
configured as specified above.

The Central Government may issue directions to manufacturers of telecommunication equipment bearing
IMEI number to provide assistance as required in relation to tampered telecommunication equipment or
IMEI number.

The Central Government may issue directions to telecommunication entities to block the use of
telecommunication equipment with tampered IMEI number in telecommunication networks or providing
telecommunication services.

Digital implementation of these rules

The Central Government may specify appropriate means for the digital implementation of these rules,
including for:

(@) collection, sharing and analysis of traffic data;
(b) issuance of notice and submission of response under rule 5;

(c) maintaining repository of persons and telecommunication identifiers against which any action has
been taken under rule 5;

(d) issuance of directions and standards, for the prevention of misuse of telecommunication identifiers
or telecommunication network or telecommunication services;

(e) submission of telecom cyber security policy by the telecommunication entity to the Central
Government;

(f) reporting of security incidents by the telecommunication entity including any additional information
to be provided,;

(9) registration of IMEI number of equipment manufactured or imported in India; and

(h) blocking the use of telecommunication equipment with tampered IMEI numbers.
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