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I qATAT
(TR fawm)

% faeett, 28 red, 2024

qr.#1.[. 521(3.). —Fafeea =T [ S @ aewr = atg=a, 2023 (2023
T 44) FHT &7 56 Tl IT-LTIT (2) o G (F) T qTod GTT 22 T IT-TT (4) T T&T ARl AT
TN Fd U AATH HT TEqTd FIAT &, Dl S TATET 21 a1l THT SARAT T =T o o1 TageT
TR FoRAT STAT ¢ ST Uagr Aited T Srar g 7 396 9%y [Faw 92 39 aie F o= &= 6t
S ter T AT % T=7q F=re BT Sroa e g & a9y T | AT TR 36 ATeg=ar
T TTAAT TAATLTIT T ITAsY Flls SATAT &

Tfs IS, AIRT STaT AT I, T 39 §I<h q=a (TTEATY), TLEATT (TN, J=918 HATAT,
T TLHTL, HATE A, 20, F9qTH UE, 72 fToeti-110001 FHT AT ST Tha T 3,

I TLRIL LT I<h (AT 0 AT | Id I<6 ITeT (a7 & dag § refy ot =nfe ¥ g
AT T2raT qATF 9% =T Rt Srum

1. gt a7 iRy
(1) = T 1 TEAR (Agea ol 2= stag<=r) f{aw, 2024 g s
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(2) T FTHTET TSTTS § THRT 6T AT FT TG g

2. givmeTg
(1) = et ®, st ek T3 "asd & sreram srfera 7 2
(F) “afer@ae” § E=r Afafa=w, 2023 (2023 FT 44) ATHT €;
(@) “HeT TEATT LT ATTFR” F TEAR (TTEA Arza7 qeen) 77w, 2024 F e #
TAF e AT T AR FHETT Af I g
(1) “HEeaqul qLEAT AT 7 sfafea £ g 22 fF I7-9mT (3) F st srfeta #wre
AT EAT Aedeh AT IHFT FHls AN AT
(=) “Fs” & TEER (Wa ot 3R srae=an) g, 2024 «faa g;
(F) “TLEAT "TAT” T THATL (TEAT A1z q2en) 3w, 2024 F stavra &3 17 orf afewT g;
S8
(F) "TEAR A" | qread et UH AT ¥ g ST QEEA 940 TS| F3aTl g F949T g0EA
Tedeh T TATIAT, TATA, A0 AAAT fSeqre waar g SaH stterfaas it amr 3 Fi 39-617 (1)
F AT TTEHT L@ ATl TTehd Zahls AT ATaaw At g 3 H IT-a7T (3) F shawid
TTFErERTR o STA9AHAT & g2 T8 AT<h ATHA &;
(2) 3 <TERT ST TRl ST ITART 3 HFAT § FB6Am 7 § i Rieg, aiearioa Jgi #6am 17 8 93
g srfarfaas & afvafoe B a2, % a2t ord 2 o srfafaaw § RfRfds G T g
3. guASIar
(1) & FRIw THAT qea= T0aT Iqe (HEl R 92 AR[ 20 58 Fes o LR g0 Afafaaw 6 gy
22 #T IT-GITT (3) F TTALTHT o AL Hged Ul AL SATELHAAT & &9 H T =ra AT T37 3, ST
TH AT G2 AreTd g 6 U srasEer & fOued & g g, ieaae T, arasid ey
AT TP T LT T ATAHeA THATE T
(2) Tl TLEATT ATELAAT il FATATAAT T AT T & (o7 T AH TLHAATT HUAT T LHATL
e, LEAT HATal, UH qeae 3T HaTel & Hehl TIT qiFead? TAT Zread? diad e S gAdT
T TAE2oT, el T & A U, 36 YA & oy HiEe T § Ja+ w3
4. AT STALTHATE
(1) TTEAR FAAT T2 AT FE F Agead ol TEAR 699 Sqd UH ageaqu 84w
FAEAAT § SUART AT I AT Fole AT oI, gread? 3T Aifeqay oreo 8, Fefofaa &1
AT T 7E &
(F) A AEIFATY (TAX), TeTHE AELTHATY (ATSIAN), ARAT TLHATT GLEAT ArPATEA
AAITFHATY (ASTTHTAR) ¥ FLHATT ATHITEERT g, T T qLAT g Fqar T o
=ik gy S fafacert, e sraeeharet st ATEaar oA e 39 3297 & o FT
LR T AT = T o,
(@) FET AL FRT T T GHI-T0T 9T TATHLET qLAAT & Gaeft gy qeer H=aer
(TTTEETETH); T

() FET FEHTT R AT HAE AT TH0E gaeft Fer-FAaen

(2) THATT FAAT AZAYUT TLEATE ATHLAAT Hefl AR FT ATATAT FATHT FT Seg, a0T-997
T T FLHRT G Ategaa srerar gt e smom

5. Wga Yol SLEHATT AqETaT 7 FAdreror
(1) F=TT TEHTL, ATEL FIT, ST FIHAT DI GLEATT HATHAT T TgeATT TLHATT SAATAAT T Haterd
BT, AT 3T ST il TFHH Fld AT IHAT (HL&0T FLel o (o707 ISR FT Tl & |
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(2) TTEATT FIAT HZeAYU TLHAT ATECAAT & A0 F e Iu-fae (1) F FaTa Fad GFh
BT ITTEha TRet T hTTH T T AT w|
6. T TLEATT GL&AT ATHTLT

e TLEAT LT ATIFRRT = FAHT F T gq STLardl gl 3T a8 Feald a¥are &l
fAfEe w37 a8 | Hga ol REETT AaEadT § qatad Hefertad fEeeor Iuesy Fru:

(%)
(=)
()
(

E))

44433

4

(&)

HEAIU LEAT FTELAAT T TIEATT Aedeh AT(he T,
HEAIUl LEAT AAELAAT O Tgd L@ ATl TTIEFA FHIHF,
HEAUT LEAT FTTEAAT | HaTerd Toll, gread? ST Aifead il g1,

AT GIEAT AAELAAT hl ATS AT LT ATheday & fo7U S=ran/@aer/sras &g 1
[EEEUF

HEA Ul LEAT ATELAAT o (o0 ATZa Hhe oG AT
AEAYUT TLHATE FTELAAT ol GLEAT AGTILEAT TS T A@TILIEAT T AT RATE; 3T
AEA@ 0l TLHATE FAELAAT § HATerd STt 7 a7 T2 FT (THIAT);

AT &7 TaT AT & |HTAAT F3 3T g TEahT &l A ST2H & ST 9T Grear
ST ITAH FA H GEH FAT o6 [o10 Agea Ul e AT ATELAAT | G T Tt T; 3T

R 7 % e Agaol rEATe deaE=Hr & oy ARy awg-far § grer gearst &
Foarfer Fem

7. AEAY0! EEER FETHT § aAT8q T
(1) eI EAT FUAT g R g7 AR ey sie a8% F Arerw 9 Fuiete i@t
AT Gt Faf:
(F) WHeg@IU TEAR FATET=AT F Hag H Fig qehn g AfagfEa qear Sur, 9,

fafagen i S ¥ saegsharel i ToRaTett &7 Fraieaa;

(@) HFEaIT R greaay & fEawr, Agaol TEAR AqHT=AT 9T 37 & {¥war suer 3

T & e & e fis 9+ Fae afga qgcayqel REET Taaaqr fif qeqor
AT & TELET,

(1) FTEAR dea® AffcFaT § IRadd dgd g0 gLHAR Aaaadl & qLEAN deas

ATheaFaT & AT 3T TG T G

() AEAI TEATL ATECAAT & AT % orw arferga gt w1t & o @y g e’

T TATIH TRATSN S TR & oI TISET 991, @R Fed a7 39T 1@
FATT TG TAT ST g AR G (A g, THT-T8HT I 30T GHIEAT HAT,

(F) WAL FLHEAT ATHTAAT & ITANT § I % IHH qA10 (0 T FIHATT ITHLON AT

AT ITHRIUI AT AT F@AT & IS T TELETT FIAT TAT % TR G TS FHT TT
STTOATT qF AT ST FHITT,

@) =g gfeaa w7 & Teat TEER JaE=HT it T qUaT W 3490 8l

TIET ATHIH HI STET AT At 21 Faer THT ITAsE FIAT T T g T 38H [T i
AL AT 09 | oried srqeres o @ g1 SreH ag w0 A ofie g Sgl & 9nd i
TG-TEGTE FT FH AT ST E;
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() I8 gEATHET FAT % @ (F) % dgq QU TT T AT & g A0 ad da qierd T o
ST aF T Aga Ul REHATY AFEHAT STAN | g 3% & off g Teaht< T UH ART q19
ST 72, e e

(F) T8 gAfEa w1 &F dgayel EAR qEEEHd T § gREEN dedsw g3adr & o
AAT/GAT/SITTEH F AT FT TAay AT Feg TERT FIRT AT AT T ShiFedr &
&7 § FoRaT ST E;

() AEAT TLHAT AFEAAT o Hag H THAT FAAT T (A A o A1 60 T0 74T
T FOT % T amaegs yeted iEFamet £ T, S, @ s s o
FAT;

(1) AEAIY TEATT ATECAAT 6T FIATATT H TN FA AT AedtanT T FAT ITHI,
Ta<y, freew i Farstt & ot @ fAafaa dwsra o & gfFar f asar A, TEm
FIAT, TE-TETT AT 3T I THIEAT FLAT;

() TRomeer REFadY ol =FE|™ & AR @ Aied gLl JedT & e feed & fou q6
THATAT THATAT T HIATeAAT,

(3)  FTAT TSAT(AT) F T H g TLHL HI UHT FAT % Fied g % &l "e & Ha< 39 3297 8q
o1 fafAfde s =T a0 & 97w ¥ a0 9T T FA 6 o0 T gl w1 Haead,
3T

(3) U Aeah & HidT Hgea Ul XHAT AGELAAT & AW "ehl ¥ 2 J=e Few vhee
afgd e TR FT 1@, Hgd Ul EA Aaa=dT & (o0 I SITaei & THam
A THIAT T TgATT FHIAT TAT Srg, FH HLA o IUTT AT oheg T T ART S 92 UHT

AT T FLATI

8. HZATU qLEATE ATETAAT o I & [T AGLIRATY

(1) STeT It Agcaqul TTHAT ATHTAAT | a9 ATl ITHRL o ITI I A@eTHhal g 39 oofaq #
TEATX FIAT g LR & UH IHAF & o0 qdveqor fdqret # Fawr & ar0 =0 e gq 7=
AL T AR YT i <l & ATeaq & gi=rd Fi|

(2) 399 & Hataa et oft sfafafer w1 Fae Frx T SqET T TS| & o0 Frg T G
TTrerRa ot =1=F g q& ferfera Smofiseor & a1 gf T o & Sa-Aaw (1) % qga seqa o
IHA & T 9Lre 0 RO7E 7 TS 2q vg a3 gl [AHEE AEi % =T 2|

(3) vz FLAHTE TohelT EATT FHAAT &l Agca Ul e ATHLAAT § ohefl S 7 SUgaq (gt
TERAT o dgd TXTeT0T XA JAT UH G0 o TOTHT &l sheg GCRC 3T AR 91T 3T a3 &
ATEAT | TEIA FA A7 (el AT T ThdT § ST THATT HIAT 2 Qe T AT Feil|

(4) TTEAR FOAT T % 6 Fafad Agcaqul LA AqE9aqT START § & T T T o 5= |
Tetad NS 3T gaaT T G20 ETEd O 3T T AT g TR GIRT JET ST F94T1 29
Raie &1 Jeqa Hai
9. 3 Rt @1 Rfvew st

% LT ATATIH & &7 53 F SATITAT 6 qad TLEATL 0T G i T ] Aged 0 qLEATT
HTEHAT | FATAT AT FeATe ST o= fFAaeon v gEar 39, T e qeAT Atewy g
FIATE ST ATt Rt haTet o == Rawi & dga PfAfEs sv Ihramst oY smaegsware afgd
At & Rives Frateaay & o Sug Tafa afega 7 a6t 8

[T, & 24-05/2024-T 1]

TR HHI T, T gi=a
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MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 28" August, 2024

G.S.R. 521(E).— The following draft rules, which the Central Government proposes to make in exercise of
the powers conferred by sub-section (4) of section 22, read with clause (w) of sub-section (2) of section 56 of the
Telecommunications Act, 2023 (44 of 2023), are hereby published for the information of all persons likely to be
affected thereby and notice is hereby given that the said draft rules shall be taken into consideration after the expiry of
a period of thirty days from the date on which copies of this notification as published in the Official Gazette, are made
available to the public;

Objections or suggestions, if any, may be addressed to the Joint Secretary (Telecom), Department of
Telecommunications, Ministry of Communications, Government of India, Sanchar Bhawan, 20, Ashoka Road, New
Delhi- 110001;

The objections or suggestions which may be received from any person with respect to the said draft rules
before the expiry of the aforesaid period shall be taken into consideration by the Central Government.

1. Short title and commencement
(1) These rules may be called the Telecommunications (Critical Telecommunication Infrastructure) Rules, 2024.
(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions
(1) Inthese rules, unless the context otherwise requires:
(@ “Act” means the Telecommunications Act, 2023 (44 of 2023);

(b) “Chief Telecommunication Security Officer” means the designated employee of a
telecommunication entity, appointed pursuant to the Telecommunications (Telecom Cyber Security)
Rules, 2024;

(c) “Critical Telecommunication Infrastructure” means any telecommunication network, or part thereof
notified under sub-section (3) of section 22 of the Act;

(d)  “rules” means the Telecommunications (Critical Telecommunication Infrastructure) Rules, 2024;

(e) “security incident” shall have the meaning as provided under the Telecommunications (Telecom
Cyber Security) Rules, 2024; and

()  “telecommunication entity' means any person providing telecommunication services, or establishing,
operating, maintaining, or expanding telecommunication network, including an authorised entity
holding an authorisation under sub-section (1) of section 3 of the Act, or a person exempted from the
requirement of authorisation under sub-section (3) of section 3 of the Act.

(2) The words and expressions used in these rules and not defined herein but defined in the Act, shall have the
meaning assigned to them in the Act.

3. Applicability

(1) These rules shall apply to telecommunication network, or any part thereof, which has been notified by the
Central Government as Critical Telecommunication Infrastructure, in accordance with the provisions of sub-
section (3) of section 22 of the Act, based on an assessment that disruption of such infrastructure will have a
debilitating impact on national security, economy, public health or safety of the nation.

(2) To enable notification of Critical Telecommunication Infrastructure, each telecommunication entity shall
provide the details of its telecommunication network, telecommunication services, elements of such network
and services, and other relevant information including software and hardware, upon request of the Central
Government, in the form specified for this purpose.
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4. Compliance requirements

(1)

)

A telecommunication entity shall ensure that Critical Telecommunication Infrastructure, including any
spares, hardware and software used in such Critical Telecommunication Infrastructure, are in compliance
with:

(@) Essential Requirements (ERs), Interface Requirements (IRs), Indian Telecommunication Security
Assurance Requirements (ITSARs) and specifications, testing requirements, or conformity assessment
issued by Telecommunication Engineering Centre, National Centre for Communication Security, or any
other person as may be notified by the Central Government for this purpose;

(b) National Security Directive on Telecommunication Sector (NSDTS) as issued by Central Government
and as amended from time to time; and

(c) Directives on Communication security certification issued by the Central Government.

A telecommunication entity shall ensure compliance with standards on Critical Telecommunication
Infrastructure as may be notified or prescribed by the Central Government from time to time.

5. Inspection of Critical Telecommunication Infrastructure

(1)

()

The Central Government, may, by an order, authorise its personnel to access and inspect hardware, software
and data pertaining to Critical Telecommunication Infrastructure of telecommunication entities.

A telecommunication entity shall ensure access to any personnel authorised by the Central Government under
sub-rule (1) for inspection of Critical Telecommunication Infrastructure.

6. Chief Telecommunication Security Officer

The Chief Telecom Security Officer shall be responsible for the implementation of these rules, and shall provide
the following details in respect of Critical Telecommunication Infrastructure to the Central Government in the
form and manner as may be specified:

(@) Telecommunication network architecture of Critical Telecommunication Infrastructure;
(b) Authorised personnel having access to Critical Telecommunication Infrastructure;
(c) Inventory of spares, hardware and software related to Critical Telecommunication Infrastructure;

(d) Details of Vulnerability/ Threat/Risk analysis for the cyber security architecture of Critical
Telecommunication Infrastructure;

(e) Cyber Crisis Management Plan for Critical Telecommunication Infrastructure;

(f)  Security audit reports and audit compliance reports of Critical Telecommunication Infrastructure;
and

(g) Service Level Agreements (SLAs) of services pertaining to Critical Telecommunication
Infrastructure;

(h)  All logs relating to critical telecommunication infrastructure to assist in detection of anomalies and
enable the Central Government to generate intelligence on real time basis; and

(i) Reporting of security incidents within the timelines specified for Critical Telecommunication
Infrastructure under rule 7.

7. Obligations related to critical telecommunication infrastructure

1)

Each telecommunication entity shall comply with the following obligations, in the form and manner as
specified by the Central Government:

(@) implementation of the security measures, standards, specifications and upgradation requirements and
procedures, as notified by the Central Government in relation to Critical Telecommunication
Infrastructure;
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8.

(b) maintenance of a complete list of Critical Telecommunication Infrastructure along with the software and

(©)

(d)

(€)

(f)

(9)

(h)

(i)

)

(k)

(N

(m

~—~

hardware details, dependencies on and of Critical Telecommunication Infrastructure, or any other details
in accordance with the directions of the Central Government;

preservation of the logs and documentation of the telecommunication network architecture of the Critical
Telecommunication Infrastructure including the changes in such telecommunication network
architecture;

planning, development and maintenance of adequate verification practices and protocols applicable for
all personnel authorised to have access to Critical Telecommunication Infrastructure, and periodic
review of the same as directed by the Central Government;

maintenance of records of the supply chain of the telecommunication equipment and other equipment
deployed in the Critical Telecommunication Infrastructure till the Critical Telecommunication
Infrastructure is in use, and provide such information as and when sought by the Central Government;

ensuring that remote access to the Critical Telecommunication Infrastructure for the purpose of repair or
maintenance as the case may be, is provided only upon prior written approval of the Central Government
including the location from where such repair or maintenance may be provided,;

ensuring that the logs for the remote access as provided under clause (f) are preserved till the Critical
Telecommunication Infrastructure is in use and producing such logs as and when sought by the Central
Government;

ensuring that vulnerability/threat/risk analysis for telecommunication network architecture of critical
telecommunication infrastructure is carried out annually or as per frequency directed by the Central
Government;

planning, development, maintenance and review of documented processes required for service level
agreements entered into by the telecommunication entities with their vendors in relation to Critical
Telecommunication Infrastructure;

planning, development, maintenance and review of the process of taking regular backup of logs of
networking and communication devices, servers, systems and services supporting the functioning of the
Critical Telecommunication Infrastructure;

implementation of standard operating procedures for security incident response systems, including
disaster recovery and business continuity;

implementation of mechanisms to ensure intimation of security incident(s) to the Central Government,
no later than within two hours of occurrence of such incident, in the form and manner as may be
specified for this purpose; and

maintenance of a risk register including a graded risk assessment associated with different elements of
Critical Telecommunication Infrastructure within its network, identifying the potential and severity of
risks posed to the Critical Telecommunication Infrastructure and solutions to mitigate the same and
produce such information as and when sought by the Central Government.

Requirements for upgradation of Critical Telecommunication Infrastructure

(1) Where upgradation of the equipment which form part of the Critical Telecommunication Infrastructure is

required, the telecommunication entity shall inform the Central Government, along with details of the test
reports for such upgradation, in the form and manner as may be specified by the Central Government for this
purpose.

(2) Any upgradation activity shall be undertaken only upon the prior written certification by the Central

Government, or any person authorised by the Central Government for this purpose, that the test reports for
such upgradation submitted under sub-rule (1) are in compliance with standards specified by the Central
Government for this purpose.

(3) The Central Government may also direct a telecommunication entity to test any upgradation in the Critical

Telecommunication Infrastructure in an appropriate controlled environment and submit the results of such
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tests in the form and manner as may be specified by the Central Government, and the telecommunication
entity shall comply with such directions.

(4) The telecommunication entity shall ensure preservation of records and information in relation to any
upgradation, till such time the relevant Critical Telecommunication Infrastructure is in use, and such records
shall be produced as and when sought by the Central Government.

Digital implementation of these rules

The Central Government, in furtherance of section 53 of the Act, may notify appropriate means for the digital
implementation of these rules, including for intimation by telecommunication entity of security incidents and
other details in relation to the Critical Telecommunication Infrastructure to the Central Government, reporting
procedures to be undertaken by the Chief Telecommunications Security Officer, and other procedures and
requirements as specified under these rules.

[F.No.24-05/2024-UBB]
DEVENDRA KUMAR RAL, Jt. Secy.
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