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I qATAT
(TR fawm)

T2 faeedT, 28 rred, 2024

qr.&.[. 522(s1.).—wferfaa aeer Faw 59 F6T g e ataf=gy, 2023
(2023 T 44) F¥ 91T 56 T IT-ATT (2) F @T () T (T) F AT Tod &1eT 20 Fif IT-4MT 2 *F G
(F) 3T IT-GTT 4 F T2q T&T ATHAT T TIRT FId gU TATT T TEATT FAT &, FHl SHH TATAT g1
AT TAT SATHAT il GAAT 6 (1T TAGZIT THRIAT FRAT ST § T TagnT Arfed foar srar g &
I mEraT et 97 39 a7 9 7F i srafer f qatty F v FEw e smoen e arfe
H HEHT TSI H TATIRTAT H STSEAAT 0l TTAIT TAATLTIT ol ITASH FHTs STTA;

TfS FIE AT TIHAT AT g7 aT I TI<H q=a (THA), TLEATT A9, =91 F57 7,
T TLHTL, HATE A, 20, F9qTH UE, 72 Toet-110001 FHT AT ST Tha T 3,

FAT LAY GIT STAH AT T TATH & T 3<6 T (HAAT 6 gag H FRAr o =<6 &
STH ST SreraT gA1a 92 fo=e fomar strom)
1. Ffer 919, I 3T AR —

(1) =7 =T 1 EE=T (Faen & fafe avud ey gq Tiwamd ua wermam) oW, 2024 w27 5
THRAT E |

5479 G1/2024 1)
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(2) T TSTIS | I THTI 6T AR | I g

(3) T fAw W= A srtarf==m, 1885 (1885 T 13)% siavia ATLT are 77w, 1951 & fA=w
419 T 419% FT ATIFA FT T ¥ A\ 3T FIAT F iqid dael & qaire F qardd
HIS(aT et T aee o ordt a7 At Tt 987 F41 S vh ey § 77 ARy s i
THATATY FHTT g T fafsr T a0 w2

2. gAY —
(1) =9 M=t & 79 7 T |99 & sy e T 2v e
() “afeRa” 7 e Aty 2023 (2023 F7 44) A9 B;
(@) “sTiardd TSE” & = FEET F yFreE & o sy g g Aieehd Fe Yadd JT
HLEAT USTET ST 25
(3T) " TR | F11T GEHE F WA H g HATGT H Fel T g GG A&7 T
LA & HIHA H§ g AN o AR TT L1 & i=d ATH9T 8

(%) " SR & ATATATT FT T 20 FT ITLTIT (2) F TAL0T H T Haor A7 Haen
T % ST & forg == et & e 3 % srefie ST smaer st 85

(=) a+ter afafa" & =7 Faat & o 4 % siavia wisa 6t 72 afafq st g =i

() “RIw” & EA (Feen & e avaq sravreg gq yhhare ua wemm) e, 2024 st
g

(F) "TEAR HUA" & Jread Fheft UF ==RE ¥ g ST AT HAT0 I8\ F @7 8 AT AT
T T TATIHAT, HATAA, Tavara 47 fFaeqr &2 1@ g, oew aferf==w &t g 3 i s9-am
(1) F TET TTAHT T@T ATAT ATTeha Faet 7 ATS=aT Fi o=T 3 At IT-41T (3) *F dgd
STTErhTe ol STA9AFHAT & e T Ah ATHA &

(2) I o5& ST 9ET T START =9 HaAt # & T g 8w g gt 751 o @ g
=g o srfarfRem & afarfoa Grm o €, % a2t o g o srfarfaem & ffafdse G
AT 2

3. TTfersha TSI GIRT HasT A1 Haell & it &l a0y

(1) FeelT TEHTT AT GIAT ATATAR AT T 20 T ITLTT (2) * Ieaiiq AAIeg FEo o
HALNY ST F SATE0r H el Haor a1 q2erf & a9 F sraag & forg a1 a7 F2 F o uw A
srtere arferga usiteaat & fafafde w7 asdt 2

(2) TEAT ITIARTLr TGN AT oF [TeAT & FReT FQ9r AT F29M & a1 o a4y & forw Ager 3
THRAT 8:

Ford o e AR fEataat & UHT sraer et stteshrt 1T AT ST 9l 8 ST sl T J3ahT
& T GHd & 92 § HF AU F A 2l OH =@ T F o0 qerm qrieeRr g EteEa
EUEERRERIRI T

(3) SU-f=w (2) @ Ifeatad =t aTa & 1 T AT, TS & &1 § AITaHIeA (7 ATl § AT
THATAT FHILON &, gl AT TTHRT AT IT-[IH (2) F TgF & iaqiq [ieg UF o
AT o ToIT STa<red saer ST FeAT 699 Agl ¢, qa VAT <ol el JTrersha Ustel &
THE AT T TETHELIeT 6 T8 | FH A0 6 T g4 aTe g AGTH AT g7 ST 7w
ST FodT g 3T et sagm @y g

(F) TH LI AT T T T THF T I il arerg F o1 (3) w1 gt & Ffraw gam
TTTERTEY T TEIA 0l SITUIT STY Feqq TR, ATS a8 ST G901 UH fraer &f Ire
ST g T AT F 17 (7) w7 femt i sater F fiae o,
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(@) Tfe Team ITfErerTEr UH STa<rey saer 1 ST g i g & 91q (7) F1 feai & Ja<
REE RIS
(i) UET AL A aF F AT AT,
(ii) srarfera form aro foRefy oft wrwer 1 ST Rl of SRew w foro /R ST
e =TT | 978 F w T § ITANT off a1He §; S}
(i) T TR F AT H yaLrey Ry WU H@ert v wiqwt &7 (2) w1 fRaEt F fiaw 9u
T QT STUAT ST ZEehT L TeqT TR A1 olead &9 § Tl STl
(4) IU-FA=w (3) & SiaTq e ATTEwTY g7 ra<re smaen 7 i 7 fru s & fufa § guw
TTTERTET ZTRT STl Q9T o TodAT IHT Ha9T AT HIQT & a1 [ T USiHT T Aaiad
CEARERIRS IR
(5) SU-Faw (2) F siata ST FFaAT AT #S wady emeer, AT Su-fFEw (3) F sfavia "W
STFersRTEY T I FoFaT 1m 1S srarer straer Sy g A1 i v At & g (7) w71 gt
AT ety o i qe, SET AT ATHAT 21, Haid IT T T I Ga(erd THET FH{T 0 Te&qq =har
ST
(6) SU-F7w (2) 3% (3) F A Tl AALT QLT TT qF Agl (FT SATUAT, S qh (o VAT LT
SITET A ATl T  7g fo=me 7 %2 foram gy sfiv 7g Mgt 7 %2 forar g7 fF B s
I ATEAT | AF9TF ATART ITH FLAT GAT Tl g Tl

(7) ST S F AT § FAFre et =af<h o7 ARAT 3 a9 Fl 9of T T I T8 Fhedt
TR AT HIOT 6 a1 o e F Hataa g a7 et frer oo & wefara g, =g var g
a1 "o 1 AN aredr # AA{EE uw v SfdeF adqi 9%yt gen 2 A1 e ST ey H
Rt Gl o sxfe & 97 53 o "o 3T d@eert F a1 & "= & forg ar srear § fafafds
TRt afREw a1 TEA ITF & T 99 & T g it §97aET 2|

OEEREREIECE E

(F) ITferRa UsiEt & AR BT SO ST sradg &7 w1 S,

(@) sTfarfaae i g 20 FT ST (2) F TTAL0T | UH e 6 HILON & A T
SITORTT, o forefY sraitaa €er & STANT &7 &m=T 20 i I (2) F TEem=l aF
Hfea Frar s &

(1) UF AT F ST B9 6T A T 975 (60) Feisw et & srfers srafdr & forw S 9+ &
IH UgA AT9" | o fOAT STU, AN T ST AN i sraty & o aA e B S
AT, T 1o UHAT Tl 9T UF AT ST (180) Fetex a1 T srafer & 7fersh AR A5t
T

(9) IU-F=H (8) & IT-€=T (F) *F FA(q MRY AU FIA ATAT TATTFa UsidT qrera RaFre
et o Aeferfea oot g 9iq 3wl a& HIAa Jg1 g

(F) sra<rer fohT T Haer AT HIOT AT A,

(@) 39 =R T farawor foreer ger 37 |eel 7 a9 Sevaee 3T @ g;

(T) SH AT AT TTEHT TSiHT 7 ATH S 77 [Aawor o sa<rer fohu 1w saer 1 daert
T A9 TATIT AT &;

o) T TRU 0 FIer AT HIAT 3 A7 ohl a1 T2 Aredrass a1 R foeer wta=t #i g,

(
(%) 72 "reaw =t fafer Rk grer v wfagt a=rs 7%
(
(

=) wfaat F 9% fFu S fr 7y e
) ag saty e o sewrer o o areer # 3w o [Aaer wamet <2 W
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(10)  STaLrg AT<eT 3T SAALATeT Tl T Hafad NFHS F T AR 3T TTTeha Ueiel
FRT TF T8 Teld § 9% F¢ Q3 Ao 99 a% & wraicrs sraeasdharst & forg gaedy
ATAAFAT 7 BT AT ZI il TATAAT 7 2l

(11) a0 e ¥ Gafad Ranis il E= AT oY a1 F9=1 ZI7 UL a2 aer &
ATEL | AAUY A% FLA & AT He o & WAL A8 FT (@A SATUI|

(12) == el & g A7 &fe a0a srawrg oot o AT qieramsii & 29 i aireo
T AN el R, FoIeg g TEhTY qEaATE GEATSAl 7 TAT00d e & o0 Fg Tt 2l

4, AT AL FHl FIITAT FEA Rl THAT

(1) e arfarga usiHT e (3) & SU-fFam (2) 3w 3u-fA=w (3)  fasia ST Ta<rer saer &

TEAT AANT & Aed ATIHET AT TLEAT FOAT 6 A1ed ATAFRET, ST I ATHAT 8T, F

TITOT 7 % for 37 qree sttt 7 STiershd Ft, S qfore steffers o awser 3 9 &9
#T Aot 3 T 2

(2) TTEHATT AT AL SATRET TTH FleA ST 37 UL FILATS FleA o (10 T TAT &7 § & Al
STfereRTEAT T STTersha eI

(3) U THATT HUAT TH FASIA & [T AR IO § U7 HaTAT & YT 9a7 & § I qE
FHATAT T AT AT HT HTITead HLA o (oT0 ITIAFT Areer ATHTRAT 6 T H Fea T
TLAHTT Al AT H

(4) wTtersd UsteEt, EEET fAanT ofiT gEE= FuT 98 qAfed i &

(F) AT AT & HATET il AT ATHAT haol 6 TATST 6 (1T AT Areed ATARTAT
ZIRT &1 HATAT ST,

(T) HRQTT o TRt ST ST SEa<red &l T o (o7 TATH ST TATE A T AL
[EUSILHEIRS
(3T) FOTT o LT o HIHA | A FAT S FHSrar =10 @&t o)

(5) A =T H AR Irfaha Usiet &7 Fred TR sl Aaer H HEAR &G &
Tree ATIFET AT FATIT TLHEATT FAAT 6 A ATTFRET AT [oed 9 F 7 6 A5 &
T % g g fAfAfee g=me & T o= e &1 STIRT &3, AT ot /18T &, g
FT

(6) TZEATT TAATT AT ZEHATT FAAT T AISA ATLHIL, ST T q1HAT 21, FHfertad e w4

(F) IT-FAT9 (6) F qET TATT ITH FIA * & =< o fiq¥ TH A AT I FT qrad’ < m;
T

(@) 3T STrerEha USHT & S| 369 AT 991 T8 gal &, qrierd RAre J&qa &, Sad
TOge TEaTS o I YT a9 il AT ATHT g STET 36 36 T2 & o
iz geare g afafde T ST asar 2

(7) TEHATT FOAT T FHATRAT, s 39 FEopar fF afwer g, 1 & ff #rare % o
e grft, e afomeasy #irE dafeead sEred a7 39 FaHi 7 FilE Ieers gral gl

5. qHtET afRfA FT TS R HrE-oredt
(1) = &t geter afefy § Feforfea aeer anfae g
(%) wiwes af=a- qETA,
(@) FearT TR  TATT a=a, f&fdes wr- TEET; AT
(1) T, FeET T, EETT A9T- e
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(2) Tro7 T g¥ gHeT afafa § Feforfaa aeer anfee gi:

(F) 5T F T qi=a- S
(@) "= fafer sraam gar «fwrer e, fafas w1 - T AT
(1) [ A=F F AATAT 15T ALFHE & T4 - e

(3) 3u-fA=m (1) siiw 3u-fA=w (2) * dga wfsa awtar afafy yarT a1 (2) 918 & do% FG( i
TH "y | q99 AT a7 R 3 FA7 M99 3 F dgd qaire Araer AT i g 20 Fi
IT-LTRT (4) F AT q15T 91T 20 F¥ IT-ITRT (2) F ATALTHI *F AT 8| STgT THTeAT Finfa 6
T gRIT T srarer areer st it amer 20 i IT-4TRT (4) F AT gied =T 20 F 39-
ST (2) % AqHIX ARl 8, g UH Q9T &l T FT Thal g 3T ALy TRy T Haor AT F3om
AT T ITAT T T FA T AL < Tl g

[, & 24-05/2024-711]
TA% FHT T, G4 a9

MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 28th August, 2024

G.S.R. 522(E).—The following draft rules, which the Central Government proposes to make in exercise of
the powers conferred under clause (a) of sub-section (2) and sub-section (4) of section 20 read with clauses (t) and (u)
of sub-section (2) of section 56 of the Telecommunications Act, 2023 (44 of 2023), are hereby published for the
information of all persons likely to be affected thereby and notice is hereby given that the said draft rules shall be
taken into consideration after the expiry of a period of thirty days from the date on which copies of this notification as
published in the Official Gazette, are made available to the public;

Objections or suggestions, if any, may be addressed to the Joint Secretary (Telecom), Department of
Telecommunications, Ministry of Communications, Government of India, Sanchar Bhawan, 20, Ashoka Road, New
Delhi - 110001;

The objections or suggestions which may be received from any person with respect to the said draft rules
before the expiry of the aforesaid period shall be taken into consideration by the Central Government.

1. Short title, commencement and savings

(1) These rules may be called the Telecommunications (Procedures and Safeguards for Lawful Interception of
Messages) Rules, 2024.

(2)  They shall come into force on the date of their publication in the Official Gazette.

(3) These rules shall be in supersession of rule 419 and 419A of The Indian Telegraph Rules, 1951 under the
Indian Telegraph Act, 1885 (13 of 1885), but shall not override the terms and conditions of existing orders
relating to interception of messages under those rules, which shall continue to apply till the date of expiry of the
time period for interception as specified in such order.

2. Definitions
(1)  Inthese rules, unless the context otherwise requires:
(@ “Act” means The Telecommunications Act, 2023 (44 of 2023);

(b) “authorised agency” means the law enforcement or security agency authorised by the Central
Government for the purposes of these rules;
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(c) “competent authority” means the Union Home Secretary in the Ministry of Home Affairs in the case of
the Central Government, or the Secretary to the State Government in-charge of the Home Department in
the case of a State Government;

(d) “interception order” means an order for interception of a message or class of messages pursuant to sub-
section (2) of section 20 of the Act, issued under rule 3 of these rules;

(e) “review committee” means the committee constituted under rule 5 of these rules;

(f)  “rules” means the Telecommunications (Procedures and Safeguards for Lawful Interception of Messages)
Rules, 2024;

(9) “telecommunication entity” means any person providing telecommunication services, or establishing,
operating, maintaining, or expanding telecommunication network, including an authorised entity holding
an authorisation under sub-section (1) of section 3 of the Act, or a person exempted from the requirement
of authorisation under sub-section (3) of section 3 of the Act.

(2) The words and expressions used in these rules and not defined herein but defined in the Act shall have the
meaning assigned to them in the Act.

3. Interception of message or class of messages by authorised agencies

(1) The Central Government may, by an order, specify one or more authorised agencies to intercept or receive any
message or class of messages pursuant to an interception order, for the reasons specified under sub-section (2)
of section 20 of the Act.

(2)  The competent authority may, through an interception order, direct interception of any message or class of
messages:

Provided that, in unavoidable circumstances, such order may be made by an officer, not below the rank of a
Joint Secretary to the Central Government, who has been duly authorised for this purpose by the competent
authority.

(3)  Notwithstanding anything stated in sub-rule (2), in emergent cases in remote areas, or for operational reasons,
where it is not feasible for the competent authority or such other officer specified under the proviso to sub-rule
(2), to issue an interception order, such order may be issued by the Head or the second senior most officer not
below the rank of Inspector General of Police of an authorised agency, and the following provisions shall

apply:
(a) a copy of such interception order shall be submitted within three (3) working days of the date of its

issuance to the competent authority, and the competent authority shall, if it considers appropriate, confirm
such order within a period of seven (7) working days from the date of issue;

(b) if the competent authority does not confirm such interception order within seven (7) working days from
the date of issue:

(i) such interception shall forthwith cease;

(ii) any messages intercepted shall not be used for any purpose, including as evidence in a court of law;
and

(iii) copies of messages intercepted pursuant to such order shall be destroyed within two (2) working
days, and confirmation of the same shall be submitted in writing to the competent authority.

(4) In case of non-confirmation of interception orders by the competent authority under sub-rule (3), the same
message or class of messages shall not be intercepted by the authorised agency, without an interception order
by the competent authority.

(5)  Any interception order issued under sub-rule (2), or confirmed by the competent authority under sub-rule (3),
shall be submitted to the relevant review committee at the Central or State level within a period of seven (7)
working days from the date of issuance or confirmation, as the case may be.

(6) No interception order under sub-rule (2) and (3) shall be made, unless the authority issuing such order has
considered and determined that it would not be possible to acquire the necessary information by any other
reasonable means.
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()

(8)

©)

(10)

(11)

(12)

4,
(1)

()

3)

(4)

The interception pursuant to an interception order, shall be related to the interception of any message or class of
messages as are sent to or from any person or class of persons or relating to any particular subject, whether
such message or class of messages are received at one or more addresses as may be specified in the order, or
which are likely to be used for the transmission of message or class of messages from or to one particular
person specified in the order, or any set of premises or telecommunication equipment specified in the order.

An interception order shall:
(a) specify the authorised agency that will undertake the interception;

(b) specify the reasons for such interception pursuant to sub-section (2) of section 20 of the Act, and limit the
use of any intercepted message to the provisions of sub-section (2) of section 20; and

(c) remain in force, unless revoked earlier, for a period not exceeding sixty (60) calendar days from the date
of issuance of such order, and may be renewed for further period, provided that no such order shall
remain in force beyond the duration of one hundred and eighty (180) calendar days.

The authorised agency undertaking the interception as specified under sub-clause (a) of sub-rule (8), shall
maintain secure records, including but not limited to:

(@) the intercepted message or class of messages;
(b)  the particulars of persons whose message or class of messages has been intercepted;

(c)  the name and particulars of the officer or the authorised agency to whom the intercepted message or
class of messages has been disclosed;

(d) the number of physical or digital copies of the intercepted message or class of messages made;

(e)  the mode or the method by which such copies are made;

(f)  the date of destruction of the copies; and

(g) the duration for which the directions of interception in an interception order are to remain in force.

Records pertaining to an interception order and of intercepted messages shall be destroyed by the competent
authority and the authorised agency, every six months unless these are, or likely to be, required for functional
requirements.

Records pertaining to an interception order shall be destroyed by the Department of Telecommunications and
the telecommunication entity within two months of discontinuance of interception pursuant to such interception
order.

Nothing in these rules shall apply to the demonstration and testing of lawful interception systems and
monitoring facilities that the Central Government may require telecommunication entities to put in place.

Procedure for implementing an Interception Order

Each authorised agency shall authorise two nodal officers, not below the rank of Superintendent of Police or
equivalent rank, to communicate an interception order issued under sub-rule (2) and sub-rule (3) of rule (3) to
the nodal officer of the Department of Telecommunications or nodal officer of the telecommunication entity, as
the case may be.

The Department of Telecommunications shall authorise two nodal officers in every service area to receive and
act upon the interception orders.

Each telecommunication entity shall notify to the Central Government in the form specified for this purpose,
two senior employees in every service area of its operation, as nodal officers authorised to implement the
interception orders.

The authorised agency, the Department of Telecommunications, and telecommunication entity shall ensure
that:

(a) any matter relating to an interception order is handled only by nodal officers authorised for this purpose;

(b) adequate and effective internal safeguards are implemented to prevent any unauthorised interception of
messages; and



THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(i)]

(5)

(6)

(")

5.
()

()

©)

(c) confidentiality and secrecy is maintained in the matter of interception of messages.

The nodal officer of the authorised agency specified in the interception order shall convey the interception
order to the nodal officer of the Department of Telecommunication or to the nodal officer of the relevant
telecommunication entity, as the case may be, in writing or using any other mode of communication as
specified by the Central Government for this purpose.

The nodal officer of the Department of Telecommunications or the telecommunication entity, as the case may
be, shall:

(@) within two hours of receiving the communication under sub-rule (6), acknowledge receiving such
communication; and

(b) submit fortnightly reports to the authorised agency from which it received such communication,
comprising of the list of interception orders received during the preceding fortnight in the format as may
be specified by the Central Government for this purpose.

The telecommunication entity shall be responsible for any action of its employees, including its vendors, that
results in any unauthorised interception, or any violation of these rules.

Constitution and working of the review committee

The review committee at the Centre shall consist of the following members:
(a) Cabinet Secretary- Chairman;
(b) Secretary to the Central Government In-charge, Legal Affairs- Member; and

(c) Secretary to the Central Government, Department of
Telecommunications- Member.

The review committee at the State shall consist of the following members:

(@) Chief Secretary of the State- Chairman;
(b) Secretary Law or Legal Remembrancer In-charge, Legal Affairs- Member; and
(c) Secretary to the State Government, other than the Home Secretary- Member.

The review committee constituted under sub-rule (1) and sub-rule (2) shall meet every two (2) months and
record its findings as regards whether the interception orders under rule 3 are in accordance with the provisions
of sub-section (2) of section 20 read with sub-section (4) of section 20 of the Act. Where the review committee
is of the opinion that the interception order is not in accordance with sub-section (2) of section 20 read with
sub-section (4) of section 20 of the Act, it may set aside such order and order for destruction of the copies of
the intercepted message or class of messages.

[F.No0.24-05/2024-UBB]
DEVENDRA KUMAR RAl, Jt. Secy.
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