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NOTIFICATION
Hew Dalhi, the 27™ Dctober, 2009

G.S.R. 780 (E).— In exercise of the powers conlerred by ciause (y) of sub-section (2) of section
87, read with sub-section (2) of section 60 of the Information Technology Act, 2000 (21 of 2000), the
Central Government hereby makes the following rules, namsty: .

1. Short tile and commencament— (1) Thess rules may be called the Information rmlugy

(Procedure and Safeguards for Interception, Monitoring and Dacryplion of Information) Rules, 20089,
{2) They shall come into force on the date of their publication in the Oficial Gazette,

2. Definitiona.— In thase rules, uniess the contaxt otherwise requires,
(8) “Act” means the Information Technology Act, 2000 (21 of 2000);
{t)  “communicalion® means dissemination, transmission, carriage of information or signal in some
manner and include both a dinect communication and an indirect communication”,
{¢) ‘“communication ink” means the use of satsilite, microwave, radio, tarresirial fine, wire, wirsless
or any other communication media to intar-connect compuler resounce; :
{d) “competent authority” means — . :
{i} the Secrstary in the Ministry of Homa Affairs, in case of the Central Govemnmant: or '
(i} the Secretary in charge of the Home Depariment, in case of a State Government or Union
territory, as the case may be; v
(e} "computer resource” means computer resource a5 dafined in dause (k) of sub-section {1) of
saction 2 of the Act; Ca : : ) -

(" ‘“decryption” means the process of conversion of informalion in non-intelligible form to an
intelligible form via & mathematical formula, code, password or algorithm or a comblnslion

{(9) “decryption assistance™ maans any assistance lo - _

{i} allow access, o the axtant possibls, to encrypted information; or
{il} facilitate conwersion of sncrypled information Inte an intelbigible form;
(h} “decryption direction” means a direction issued under rule 3 in which a decryption key holder iz
‘ directed Lo -
(disciose a decryption key; or ,
(i} provide decryption assistence in respect of encrypiad information ~

(i} “decryption key" means any key, mathematical formula, code, password, sigorithm o any

other data which Is used to -
(i) allow access fo encrypied information: or
(i) facilitate the conversion of encrypled information into an inteliigible form; :

) “decryption key holder” means any person who daploys the decryplion mechaniam and who is
in possession of a decrypion key for purposes of subsequent decryplion of encryptad

~ Information relating to direct or Indirect communieations;

(k) ‘information™ means information as defined In elause {v) of sub-gection (1) of saction 2 of tha
Act: .

(h  “intercept” with its grammatical varniations and cognate expressions, means e aural or other
acquisition of the contenis of any information threugh the use of any means, incuding an
inlarception device, s0 as to make some or all of the contents of @ information avalleble b &
parson other than the sender or recipient or inlended recipient of that communication, and
includes— . o

{a) monitoring of any such informalion by means of & monitoring device;
{b) viewing, examination or inspection of the contents of any divect or indiesct mformation:
and

(e}  diversion of any direct or indirect information from is inlended destination I any other
dastingtion;

(m} “interceplion device® means any electronic, mechanical, elactro-mechanical, edeciro-magnetic,

~ optical or other instrument, device, equipment or apparatus which is used or can be used,

whathar by iteelf oc in combination with any other inslrument, device, equipmant or apparatus,

to intercept any nformation: and any reference Io an “intercaption device” inchudes, where

applicable, a refarence 1o a “monitoring device”:

(m)  ‘Wntermediary” means an intermediary 83 defined in clause (w) of sub-section (1) of section 2 of
the Act; .,

(0} “monbor" with its grammatical varistions and cogate expressions, includes 1o view or o

inspect or listen 1o or record information by means of a monitoring device;

THE GAZETTE OF DNDIA : EXTRAORDINARY (Pt Il Sec. 3



P} - “monitoring davice® means wmmmic, mechanical, elsciro-mechanical, elecira -nagnetic,
- oplical or other instrument, device, equipment or apparatus which is used of m h& umd ;
whether by itself in combination with any other instriment, devics, m@mmwﬁs o
view or bo inspect of 1o listen: bmmﬁmmm,
(@) "Review Committes™ means the Review G&wnﬂm mm m m 415.& of Indian
Telegraph Rules, 1851,

3. Directions for intercaplion or monitering or dnxyptinni of any Inmrtmm ~— No person m&
carry out the: interception. or monitonng or decryption of any Information generated, transmitbed, recaived

or slored in.any 1 f;mnmmmmmﬁswmm mﬁthymm:
issued wimwmm gt -

Provided that in an unavoidabie cﬂmmmnm such order may ba issuad b@ an m ot
below the rank of the Joint Smlnrymma %mnmmlﬁsmta mﬂ%mhmmawm Ihef
mmpm authority: £ '

W>W&Mnamm$mmzmy~ ' FRE TR
Cl) I oremote sress, whese mbm;mng of prior dﬁm for mﬂ;wﬁm o mmm Qr
dmypﬁonacf information is not feasible; or

ﬂ&%mmﬂmﬂwm,mma&w&urd!rm:hrinhmmmmm-éﬂgm
hmgﬂwhhmmm ransmitted, rmmadwmm:mmwm
ok Teasibla,

mmm mmnitaﬁmmdmwm afmyiniﬂnmwm generated, Irmamﬂmmmsamdy
mwmmmmwmmMmlemmmammmwwmwm
mast officer of the security and law enforcament agency MMWM@;MNWWW
agency) at the Central level and the officer authorisad in this bahalf, not below the rank of the Inspector
Gamﬁmfﬁm or an officer of equivalent rark, at the Slate or Union territory level:

; Weﬂahﬂm&maﬁm Mapmdm&mwmmmnﬂmhgwmmm
information in case of emergency, shall inform in writing 1o the competent autharity about the smergency.
and of such interception or monitoring or decryption within three working days and ohiain the approvalof
the competent authority thereon within & pariod of seven working days and if the approval of competent
authority is nol obtained within the ssld period ufmnwhng days, such interceplion or moniloeng or
dm«plmmhaitmwmdm&ﬁmmwﬂmmhwmwmnmwmmmm
mmmma m wﬂsﬂm

4, MME‘EM of :gnmy afﬁmmmntm The compatent smimmy may anﬂmrﬁae an agmayat thee
Govenment to intercept, monitor or decrypt information generated, transmitled, raceived or stored in any
mmmrmh%m%hw%ﬁ;ﬂ%mﬁdmm

5. lssus of decryplion ﬁnmﬁmbymmwmm-nma competent authority may, under rule 3
give any decryption direction to the decryplion kwhﬂdﬁm ﬁmwliana{any infwmaim ismm a
COMpAREr FeSource or part thereod. : ,

ryE m nsf mmmnn by 2 State hﬂy\nﬂd ita jursdiction.—

& i a Stabe Government or Union temrtory Administration
" decryplios wmmwamﬁsmwmmm
Secralary ] snt in that State or Linion territory, as the case may be, shall
miake a request to ma Mmry In the Ministry of Home Affakes, Government of Indsa for issuing direction
to the sppropriate wﬁﬁmﬁxm&h interceplion or moniloting or decryption of information,

7. Contents of direction.— My diraction lasued by the competent authority under rule 3 shall contain .
mmmmmmwnnarudampy of such direction lem&mmmmﬂmﬂamnﬁm‘
within & period of seven working days.

&, k;mpﬁm or mnniﬁnrﬁng oF. -
Notwithstanding as ned

8. Competant authority to consider altermnative mmm in wmﬂﬁng information.— The eompmm ,
authority shall, before issuing any direction under rule 3, consider possibility of scquinng the IECEssaTy
informalion by other means and tha direction undes nile 3 shali be mdndymm it is not possibie to
acguire the information by any a&fw mmm mmns ‘ o
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8. Direction of interception or monitoring or dacryption of any specific information.— The direction
of Intercaption or monitering or decryplion of any information ganarated, ransmifted, received or slored
hwuommrmcmshalbeg@whmaﬂmaawwmlnmﬁummymnmmmmm
or relating to any particular subject whether such informalion of class of information are received with
one or more computer resources, or being a8 compiser resource likely to be used for the genaration,
tranumission, recehing, storing of information from oF io one particular person or one or many set of
prewrises, as may be specified or described In the direction. '

- 10. Direction to spacify the name and designation of the officer to whom information to be
disclosed.— Every directions under rule 3 shall specify the name and designation of the officer of the
authorised agency to whom the inlercepted or monitorsd or decrypted or stored information shail be
disclossd and also specify that the use of inlercapted or monftored or decrypted information shall ba
subject to the pravisions of sub-section (1) of saction 68 of the said Act, '

12, Authorised asgency to designate nodal officer.— The agency authorised by the compelent
duthortty under rule 4 shall designiate one or more nodal officer, not below the rank of Superintendant of
) ' ‘ * equivalent rank, to auihenticate and

- Provided that sn officer, not below the rank of Inspector of Police mnﬁwﬂ@qmﬁﬁi rank,
shall deliver the requisition to the designated officar of the intermediary. ‘

13. Intermediary to pravide facilities, efc,— (1] The officer issuing the requisition conveying direction
issued under rule 3 for infarception or monitaring or decryplion of information shall also make a raques)
in writing 1o the designated officers of intermadiary or person in-charge of computer rezources, to provide
A facliies, co-operation and assistance for interceplion or monitoring or decryption mantioned in the
directions.

(2) On the receipt of request under sub-rule (1), the designated officers of intarmeadiary or parson
in-charge of computer resources, shall provide al facilities, co-operation and assistance for inferception
oF monitoring or decryption of information mentioned in the diraclion,

(3) Any direction of decryplion of information issued under rule 3 o intermediary shall be Kmited
wmaMMhmmbmmdwmmmﬂhwwmeWMary has control over the
decryption key.

14. Intermadinry to designate officors to recalve and ha
person in-charge of computer resource shall dasig nate ar
officer fo handle such requisition, from the nodal officer for intercaption
informalion ganerated, transmitted, receivid or stored in'any computer resource, i o,

- 15. Acknowledgement of instruction.— The designaled officer of the intermediary of person in-chargs
of computer resources shall acknowdadge the instruclions received by him through letters or fax or a-mall
signed with electronic signature to the mlmwmequmqmmm’hwm on receipt
of such intimation or dirsction for intarception or monitoring or decryplion of Information.

16. Maintanance of records by designated officer.— The designated officer of intermadisry or person
hmm'ﬂmmmmvaumamwwmmwidewmmmmaﬁmm
malntaln proper mcords mentioning therein, the interceptad or monktored or decrypted information, the
pasticutars of parsons, computer resowca, e-mai account, website address, etc. whose Information has
mm«mmwmmﬂ,Menmardqﬁmpaﬁammmeamworﬂ:eam
to whom the intercepled or monitorad o decrypted information has bean disclosed, the number of

coples, Inchiling cocresponding electronic records of ‘the intercepted or monitored or decrypted
mmaﬁmmdundmm«m‘mwwuw,mﬁ&,mummwQMc
wmm@mmmmmmammwm.mmmmmnmwmm
duration within which the directions remain in force. '



(2} dischose the decryplion key: or
(b} provide the decryplion assistance,

specified in the dacryplion mmmmmmed amhdﬁbedman

18. Submisslon of list of interception or manktoring or decryption of information.— (1) The
designated officers of the intsrmadiary or parson in-charge of computar resources. shall forward in evary
fftzen days a Nst of intarcoption or moniloring or decryption authorisations received by them duing the
preceding forinight to the nodal officers of the agancias suthorized under nale 4 for confirmalion of the
authenticity of such suthordsations. , Skl

(2) Tha list referred to in sub-rule (1} shall inciude datails, such as ﬂm m(&m and date of
orders of the concemed campetent authorily inckiding. sy order issued under. emergency cases, date
and lirme of recaipt of such order and the date and tirme of imphe i of mnmm '

18, Intermadiary to snsure offective chock in handling matter of interception or monitoring or
dacryption of information.— The intermediary of the parson In-charge: of the compyter resource so
directed undar rule 3, shall provide technical assistance and the equipment including hardware, softwars,
fierware, slorage, inlerface and access fo the equipmant wherever requested by the agency authorised
unider rule 4 for performing interception or monktoring or:decryplion inciuding for the purmosss

m the installation of equipment of the agency

intsrcaption or moniloring o decryplion or accessing stored Information in accordance with
direcions by the nodal officer; or R ,

()] the maintenance, testing or use of such equipment; or

(W) the removal of such squipment; or ' \ ;

(W} the performance of any acion raquired for acoessing of stoved information unider the direction
issued by the competant authorly under rule 3. S e

. Intarmedia ¢ Inhandiing: matter. of. intsrcep
decryption of informalion.— The intermediary or parson in-charge ‘of commputer: re
place adequate and effective intamal chacks to ensure the unautharised Irﬂempnm ink
matier of interceplion or monitoring or decryption of Information as it affects priv iy of citizen | alsa
thel it is handied only by the designated officers of the Intermediaery and . nogother parson of the
intermadiary or person in-charge of computer resources shall have access to such intercepled or
menitcored or decrypied information. ‘ o S S

21. Rasponsibiiity of listermi

s

fmisdlary.— The iléimhadiedy o person In-chargs of computar rasolces
o responsiie for any aclion of ihair sployees also and b case of viokation pertaning b
mainienance of secrecy and confidentiality of information or any unauthorised inlerceplion or monioring

o decryplion of information, the intermediary or person in-charge of comipltar e
for any action under the relevant provisions of the laws for the ime bedng n force.. R

2. Review of directions of competent authority.— The Review Commitiea shal meat at lsast once in
wo monthe and record ity findings whether the: directions issued under rule 3 are in accordan, wilh the.
provisians of sub-secton (2) of section 60 of the Act and where the Reviow Gommitis ia of 1t op pioe
at the diecions are not in accordance with the provisions referred I sbove, it may sst's
dvections and Issue order for dastruction of the copies, including comesponting slectron
intercapted or monitored or decrypled information, . .

23. Dastruction of records of interception or monitoring or decryption of Information,— {1) Exery
record, Including electronic records pertaining o such dreclions for intercaption or moniloring or
decryption of information and of intercepted or monliored of decrypted information shall ba destroved by

the security agency in every six months exsept in a case where such information is required, or ikely to

be required for funcionat requiremenis,




{0 instaRation of compute resource or any equipment to be usad with computer resowe: or

instakaion of any comoumication Wk or sofware ekher at the and of the intermediary or
subscriber, or instaitation of user account on the computer resource of intermediary and testing of the
sam for its funchionakity; R

ot thal s likely 1o have an adverse impact on the
(%) ' « in-charge of compuler resource and its employees’ shal
mﬁnlalnz sirict secvecy and confidantiality of information while performing the actions specified under sub-

2B, Rmhﬂ#ﬂvun of digclosurs n# im:mm or monltored or decrypted information — 1} Tha
. Contents ’?f..;"“@mﬁ:fg manitored or stored or decrypted information shall not be used or cméaia by
PRIy or any employeas or parson in-ch Warge of computer resowres to ar person other than

d recipient of the said information unde rule 10, "

(e conlents of intercepted or manitored or decrypted. information shall ot ba used or
the agency authodsed under fule 4 for any other purposs, except for investigation or shasing
o m;;mﬁtymnw for the purposs of investigation or in juditial proceedings before the compabant

; (3} Bave as otherwise prowvided in sub-nde {2), the conlends of wiercepted o monitarad or
decrypted information shall not be disciosed of raparted In publéc by any means, witheul the pri rorder of
mmpamm in bvdlis., ey TR T 3 m - “ :
{4) Save as otherwise provided in sub-rule (2}, skict confidentiskty shall be maintained nrespeet
:gﬁwm for intarceplion, monitoring or decryplion issusd by concemed competent authority or the
al officers. ' ’ ‘




LM n—mwx 3())

ravenes provisions of these rulas shall be procesded :
refevant pmimmmmm the time being in force.

the State and the Union mwmamaamwwm any mﬁﬂmmmwm
obtained following directions for interception or monftoring ar decryption of any information genersted,
ransmitted, received or stored in any compuler resource under ruls 3, with the security agency at the

 [No, 9(16y2004-EC]
N.RAVI SHANKER, 1. Secy.
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